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Problem Statement
- Malicious actors accessing Cylosoft’s websites
- Wastes time and resources trying to block IPs manually
- Create a program to address these issues
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Project Solution
- Web attack detection through visualization
- Modifiable configuration settings
- Easy to set up
- Extensible
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Constraints
- Must use IIS
- Must use .NET Core App
- Connection to real IIS software
- Connection to Client’s pre-existing database
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Requirements
- Configuration to an IIS site ID
- Process multiple sites on a single server
- Web UI to display metrics
- Block and Unblock Addresses 
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File Watcher
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Background Information
▫ Assumptions

▫ Parsing log/txt files.
▫ IIS is providing correct, accurate content.

▫ Log Delivery
▫ No control over what gets logged.
▫ Updated in 15-20 second bursts.
▫ Files located in a directory, with a subdirectory for each site.
▫ New file for each day per site.

▫ Goal
▫ To replace a human hand reading each and every file.
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Microsoft IIS APIs
- Setup
- IP Address & Domain Restrictions
- Filtering Rules
- URL Sequences
- Dynamic IP Restrictions
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IIS: Request 
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IIS: Dynamic IP 
Restrictions
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JSON Site Settings
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Technical Challenges
- Handling duplicate entries
- Choosing which settings to include
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https://docs.google.com/file/d/1pSELhfvHI-2O82A4qnh0jOWvsg9yNrys/preview
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https://docs.google.com/file/d/1tWUqqf_Bth77yWFs6eirj6tHUbsZjBpC/preview
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Database
▫ Connecting to Database

▫ VPN
▫ VDI
▫ Remote Desktop

▫ Using Database
▫ Database Migrations
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Backend
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Frontend
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https://docs.google.com/file/d/1ItCED1lIIHLefc2mRoxMkdYcpsUST5Wu/preview


Conclusion



Lessons Learned
▫ New Technologies
▫ Being able to define requirements
▫ How to get reliable IP addresses
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Future Development
▫ Deploy on Production Server
▫ Change default config file to meet needs
▫ Any future blocking rules
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Thank You!
Questions?

Team Leader: 
Andrew Marek 

(sdmay21-17@iastate.edu) 
Team: sdmay21-17


